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Abstract: In this paper introduces a new approach for executing honeypots in network security. There are 
huge numbers of security tools to overcome a network security problem like firewalls, anti-malwares and 
Intrusion Detection System (IDS), that are branch of network security correspondences. Honeypot 
technology is a quite new and rising region of research to deal with new security intimidation and 
confronts. Denial of service attacks (DOS), Distributed denial of service attack (DDOS), and zero day attacks 
are silent and major risk to the Internet. Many suggestions and models have been offered in the past but 
none is active by itself. In this paper we are make another way to deal with help tackle these issues. Each 
part is self-sufficient in implementation ensuing in better recital and improved security. In the future, we 
aim to use this form and make it more capable based on real time results and analysis.  
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I. INTRODUCTION 
An effective network security management depends on well 

known about existing and up-and-coming threats on the 

Internet. In order to secure information systems and its users 

it is of vital magnitude to collect correct, brief, premium 

information about malicious activities. There are various 

technologies have been widely used for the improvement of 

network security [1]. Honeypots can be used for various 

purposes such as prevention, detection, and information 

gathering about network threats [2, 3]. It is necessary to 

know about how the hackers are interfacing in social 

network. It is essential to propose a real operating system to 

the attacker so that the attacker can pick up root benefits on 

the framework and data about the attack can be recognize. 

The measure of action perform by the attacker with the 

honeypot is called collaboration level. In typically in 

honeypots can be isolated into three unique parts in 

particular, deceptive honeypots, detective honeypots and 

preventive honeypots. Tricky honeypots are the honeypots it 

might have low cooperation honeypot or high connection 

honeypot which safeguard from programmers. The primary 

objective of these deceptive honeypots is to squander the 

programmer time and till the time programmer is connecting 

with the machine all the significant data about the 

programmer is extricated like the instruments, procedures 

utilized by the programmer, how they assume control over 

the framework. Detective honeypots produces cautions as an 

early cautioning and recognizes unapproved attempt in the 

system. A case of analyst honeypots is honeyd. Responsive 

honeypots are the honeypots those are utilized just to teach 

us against the dark caps group so that viable measures can 

be taken against them. On the opposite side Preventive 

honeypots are conveyed for system anticipation and it can 

be ordered into two sub-classes, for example, sticky 

honeypots and deceptive honeypots. Sticky honeypots are 

the low-communication honeypots that shields the system 

from automated attacks like worms. 

 

In recent years, honeypots have been focused on mainly 

three types of architectural approaches, namely conventional 

honeynet, modified honeynet and hybrid honeynet [4]. 

Conventional honeynet combines intrusion detection 

system, intrusion prevention system, and other security 

related resources to offer high performance, however it is 

costly to manage the resources or to work out research 

purpose as well [4,5]. Another type of honeynet architecture 

is “Modified Honeynet” architecture which improves the 

shortcomings of the conventional honeynet design; also its 

management system manages all the security resources and 

has less hardware cost when compared to the previous 

design [4].  To enhance with the over two approach 

challenges Hybrid Honeynet was presented. Hybrid 

honeynet consolidated the idea of customary honeynet and 

altered honeynet plan. Hybrid honeynet offers adaptable, 

financially safe, better dependability. It utilizes the idea of 

virtualization systems inside a solitary stage [6]. Shockingly, 

the main inconvenience of this approach is its low 

execution. Honeypot that is intended for the small scale 

commerce keep data of the entire networking system, keep 

the reports of all log files of the network. The entire 

attacker’s information is assembling and recorded all the 

activities.  The honeypot for small scale commerce is 

applying by configuring the two or three tools together.  
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These types of tools are used for gathering the information 

of the attackers. Packets can be logged that are coming from 

corner to corner our network. It can be used for the port 

examining as to know the open and closed ports. Virtual 

computer can be operated for providing the fake information 

to the attacker [7]. The primary goal of utilizing the 

honeypot for the Intrusion Detection environment so that the 

computer arrange get to be distinctly protected and secure 

from the programmer assault let as depicted as beneath. 

Honeypots can be utilized for beguiling aggressors by 

applying bait frameworks. Along these lines, the assailant 

may need to work harder and utilize additional time check 

the framework. This makes finding less demanding. All 

things considered, the setup of sensible imitations can be 

somewhat tedious, and they involve risk, too. So this about 

the system bait to shield the framework from the aggressor 

or the unapproved client implies programmer. Furthermore, 

next the motivation behind a malware-gathering honeypot is 

vital to download the genuine malware and record the points 

of interest of that occasion.  At the point when a system 

make an association may prompt to utilize, the honeypot 

catches the association's pack. It is then looking at whether 

the pack contains framework executable code or system 

addresses. In the event that enough data is there, the 

honeypot downloads the conceivable malware. More 

comprehensive capture requires a high-interaction honeypot 

which runs a real operating system. [8]  

 

Honeypots disguised as open mail give or open 

intermediaries can be utilized to catch string and uncover its 

assets. Caught string makes it conceivable to create deal 

with the spam. Huge a wellspring of spam may permit 

turning off the spammer from the system. Then again, a 

honeypot can gather source locations of endeavored mail 

conveyances. The locations are briefly included into the real 

mail server's boycott. Honeypots appear to have been 

compelling to some degree since spammers have created 

techniques to recognize false open intermediaries. The 

honeypot has just to look at the source and goal addresses 

and let the association through in the event that they are the 

same. A more entangled test would put the sender and 

beneficiary on various hosts. In a general setting, this is a 

great deal harder to adapt without being distinguished as the 

honeypot ought not to be a genuine open intermediary. 

Unfortunately, honeypots are probably less effective against 

spam sent using botnets than by open mail relays and open 

proxies [9].A botnet's controller is probably carefully 

covered up and can't be made sense of from spam 

conveyance attempts. What's more, boycotting attempts are 

not exceptionally helpful either, since there are such a large 

number of potential senders.  

 

The latest honeypots possess stronger threat-response 

mechanisms, containing the capability to shut down systems 

based on attacker activity and frequency-based policies that 

permit security administrators to control the events of an 

attacker in the honeypot. Finally honeypots could become an 

important part in an enterprise-level security process. The 

rest of this paper is planned as follows: Section 2 is a 

Related Work. Section 3 is Problem Definition and Section 

4 concludes this paper. 

II. RELATED WORK 

In modern years much challenge has been empower in 

planed new and advanced models to study capture data from 

honeypots. Our examination on the diverse security ideas 

demonstrates that all ideas have a tendency to have a 

particular its motivation. Fundamentally, honeypots execute 

response, IDSs actualize discovery, and firewalls actualize 

aversion ideas. These ideas don't prohibit yet may 

supplement each other. To accomplish all targets 

(avoidance, recognition, and response), half breed 

arrangements, for example, IPSs have been created. We 

condense our discoveries in Table I, the commitment level 

to the different targets. Be that as it may, this rating ought to 

be comprehended as a general pattern of the general 

abilities, since individual arrangement may move the 

concentration towards another goal. 

Table I : Distinction between Security Concepts Based on Areas of Operation 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Not only techniques to solve or prevent network attacks 

there are some software’s  available in honeypots., its 

classification, and publication details is shown by Table II. 

One of the principal discoveries is that diverse honeypots 

exist which are connected to various conventions and 

system sorts.  

 

This highlights the all inclusiveness of the idea of 

honeypots. Another finding is that sure honeypot 

OBJECTIVES  PREVENTION  DETECTIONS  REACTION  

Firewall High Mid Low 

Intrusion 

Detection 

System 

High Mid Low 

Intrusion 

Prevention 

System 

Mid High Low 

Anti – Virus 

(AV) 
Mid Mid Mid 

Log – 

Monitoring 
Low Mid Mid 
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programming cover in their field of operation. In this cases, 

the quality and upkeep life time of the honeypot impact the 

achievement. This outline is restricted to the grouping, 

upkeep time and the attention on administrations, 

programming design and its application range. In spite of 

the fact that these properties are as of now enough to survey 

the terribleness to a particular degree, future work should 

seriously mull over more quality measures, for example, 

heartiness, nature of gathered information and its simplicity 

of investigation, real control and identification accuracy.  

 

Table II: Overview and Classification of Client Honeypot Software 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Let as discuss more about the related work done in this field. 

Zhi-Hong et al. [15] introduced a prevention model for the 

solution of the honeypot problem and they also show the 

experimental results. According to Mohssen et al. [16], since 

consistently accessibility and honesty of the overall web 

based administrations has been influenced by web worms by 

and large by changing their payload on each infection 

attempt. The possibility is that they have learned a lot from 

countries with more publications and have merely 

implemented the solutions of those countries. The areas of 

future research mentioned by Bringer et al. [18] present 

various opportunities for researchers. Specialists might be 

keen on growing new honeypots, utilizing the information 

got from research honeypots to enhance existing honeypots 

or grow new ones. The setup of those honeypots must be 

done so as to not exhaust the aggressors or frighten them 

away. Table III shows the gap analysis already done in 

Honeypots. 

 

Table III: Summary of Related Work 

S.NO Authors 
Year and 

Publications 
Title Methods limitations 

1. 

Ariel Bar, Bracha 

Shapira, Lior 

Rokach and Moshe 

Unger [17] 

2016, IEEE 

International 

Conference on 

Software Science, 

Technology and 

Engineering 

Identifying Attack 

Propagation Patterns in 

Honeypots using Markov 

Chains 

Modeling and Complex 

Networks Analysis 

Markov 

Chains , T-

Pot 

Only focus on  

to  find 

sequential 

patterns 

2. 
Michał Buda and 

Ilona Bluemke [18] 

2016, Springer 

International 

Publishing 

Switzerland 

Data Mining Algorithms in 

the Analysis 

of Security Logs from a 

Honeypot System 

MaxMiner  

Algorithm 

and SED 

Elements of a 

frequent item 

set are not  all  

transactions, 

but 

just parts of 

them 

3. 
Janardhan Reddy 

Kondra [19] 

2016 3rd 

International 

Conference on 

“Computing for 

Sustainable Global 

Development” 

Honeypot-Based Intrusion 

Detection System: A 

Performance Analysis 

New virtual 

Honeynet 

architecture 

Low 

performance 

SOFTWARE  MAINTENANCE  
SERVICES/ 

APPLICATIONS  
DESIGN/DETAILS  

honeyDroid [10] 2014 Compare Kippo, 

HoneyTrap 

Android OS honeypot 

Glastopf [11] 2015 HTML, PHP, sql Web Applications, 

Vulnerability types 

Kojoney [12] 2015 SSH (shell activity) Applying kojoneys 

lesson learned 

IOTPOT [13]  2015 telnet IoT (ARM, MIPS, and 

PPC) 

Elastic honey 

[14] 

2016 Elasticsearch Elasticsearch RCEs 
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4. 

Rajalakshmi 

Selvaraj, Venu 

Madhav Kuthadi & 

Tshilidzi Marwala 

[20] 

2016, Springer 

India 

Honey Pot: A Major 

Technique 

for Intrusion Detection 

Network-

Based 

Intrusion 

Detection 

System and 

IDS. 

It cannot 

analyze 

encrypted 

information, 

difficultly of 

rule.  

 

III.PROBLEM DEFINATION 
In this paper we have examined the different Types of 

honeypot systems and techniques. And furthermore talk 

about the device that is Honeypot for the Intruder Detecting 

administrations and examine the different impacts of the 

interloper assault on the system. The issue is additionally 

talking about different existing strategy and the proposed 

technique ought to likewise must be finished. Additionally 

there ought to be the need of the executions of the a few 

calculations and the procedures like association following 

and Redirection Algorithm, convention examination and the 

example recognition and the stream content in light of which 

the security manager can play out the investigation and 

concentrate the mark with much more noteworthy exactness. 

The workplace of the Honeypot in which to identify the 

different gatecrasher assaults ought to likewise must be 

made more adaptable so that the current sorts of interloper 

assailant on the system ought to likewise be identified. 

 

IV. CONCLUSION 
Honeypot is not an answer for system security but rather a 

decent device supplements other security innovations to 

frame an option dynamic protection framework for system 

security. Working with IDS and firewall, Honeypot gives 

better approach to assaults aversion, location and response. 

Honeypot can fill in as a decent misleading device for 

avoidance of item framework as a result of its capacity of 

catching assailant to a bait framework. We anticipate the 

future honeypot has the components of coordination, 

virtualization and dissemination. The real objective of 

honeypot innovation is social occasion gatecrasher's data 

and also track the way through which the interloper enter 

into the framework by rupturing the security layer of the 

association. The conclusion is that, there is a requirement for 

tight supervision and in addition examination to anticipate 

the future damage to the imperative data. Toward the end 

honeypot is an apparatus and all security components have 

some hazard. The danger of utilizing honeypot is that on the 

off chance that they are taken by some interloper we can 

likewise call him as "Saltine", and after that he may hurt 

alternate frameworks too. Consequently it can be inferred 

that mix of Honeypot, IDS framework and redirection 

calculation can be appropriately utilized as most proficient 

framework to give security to servers. 
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